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I am both delighted and honored to welcome you to the 2014 Government 
Cybersecurity Forum here in Washington, D.C. 

This is an extremely important event for all of Kaspersky Lab, and especially 
for Kaspersky Government Security Solutions, as we work together to tackle 
some of the most pressing risks our society faces today.  As the world becomes 
increasingly interconnected, and our dependence on digital networks grows 
more fundamental, the need for government-industry collaboration to ensure 
a protected and resilient critical infrastructure becomes more important. It is, 
I believe, one of the major global priorities.

Despite strenuous global efforts, we are still seeing an increase in the scale 
and sophistication of cybercrime targeting individuals and businesses. 
Additionally, advanced persistent threats aimed against governments, 
military, scientific bodies and major enterprises are proliferating at an 
alarming rate. 

The cyberworld is becoming increasingly dangerous. A successful cyberattack 
on critical infrastructure could cause chaos, devastation, multi-billion 
dollar losses and death. I believe that the only way to mitigate this risk is 
through large-scale, cross-border cooperation between public bodies, law 

enforcement organizations and private industry. Our common 
goal is to make cyberspace and critical infrastructure safe 

and secure – and we need to work hard to achieve it.  

This forum provides a good opportunity to exchange 
insights, knowledge and ideas on how to meet the 
critical infrastructure challenges we are facing today  
and those that await us tomorrow, and I am pleased  
to know that so many distinguished guests are taking 

part in this conference!

Enjoy the event and thank you for 
joining us!

WELCOME TO THE 2014 GOVERNMENT 
CYBERSECURITY FORUM

Eugene Kaspersky
Chairman and CEO
Kaspersky Lab
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Time Description Speaker

8:00 AM - 8:30 AM Breakfast and Registration

8:30 AM - 8:40 AM Welcome and Opening Remarks Phil Bond

8:40 AM - 8:50 AM Kaspersky Government Security 
Solutions, Inc. Introduction

Adam Firestone

8:50 AM - 8:55 AM Scenario Adam Firestone

8:55 AM - 9:40 AM Keynote: Impacts of a Cyberattack 
Against Our National Critical 
Infrastructure

Tom Davis

9:45 AM - 10:45 AM Panel Discussion: National Critical 
Infrastructure Stakeholders: 
Identifying Concerns and Risk

Robert Burton 
R. (Mouli) Chandramouli
Robert Clark
John Gilroy (moderator)
Jim Jones
Miles Keogh
Hilary MacMillan

10:45 AM - 11:00 AM Coffee Break

11:00 AM - 11:10 AM Introduction: Building Resiliency 
From the Start

David Perera (moderator)

11:10 AM - 12:10 PM Challenge Break-Out Session: 
Building Resiliency From the Start: 
Requirements Discussion and 
Identification

Phil Bond
Adam Firestone
Eric Jaw
Hilary MacMillan
Linda Merchlinsky
Adam Rak
Christopher Reilley
Brad Saul

12:30 PM - 1:50 PM Plated Lunch and Fireside Chat Karen Evans
Mike Lennon (moderator)
Howard Schmidt

2:00 PM - 2:45 PM Keynote: Realizing Cyberresilient 
Systems

Joel Brenner

2:50 PM - 3:50 PM Panel Discussion: Evaluating 
Cyberresiliency

Byron Acohido (moderator)
Alma Cole
Jake Groth
Bryan Martin
Linda Merchlinsky
Christopher Reilley
Nicole Tisdale

3:50 PM - 4:05 PM Coffee Break

4:05 PM - 4:50 PM Keynote: Towards a More Resilient 
Cyberposture: A Way Ahead

Adam Firestone

4:50 PM - 5:00 PM Closing Remarks Phil Bond

5:00 PM Adjourn

AGENDA
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KEYNOTE SESSIONS
IMPACTS OF A CYBERATTACK AGAINST OUR NATIONAL 
CRITICAL INFRASTRUCTURE
Speaker: Tom Davis

Speaker: Joel Brenner

The cyberattack scenario portrayed during the opening session is not just the stuff of 
Hollywood blockbusters. We’re all at risk from the inherent vulnerabilities in our national 
critical infrastructure (NCI) and threats with the capability and motivation to exploit them. 
So far, we’ve only seen these risks realized on a small scale or in a training capacity, but 
concern is growing that a potentially disastrous event is not far off.

To avoid disaster, we as a community need to mitigate these risks now by identifying the 
vulnerabilities extant in our critical infrastructure systems, as well as those that continue 
to arise from today’s constantly changing computing environment. Emerging risk 
factors range from widespread remote access and monitoring capability and a growing 
preference for bring-your-own-device (BYOD) environments to the increasing complexity 
of system configurations. By working toward a holistic and shared understanding of this 
ever-evolving threat landscape, we can ensure we are prepared for a worst-case scenario.

This session will guide participants to a comprehensive understanding of the risks that 
we face. The keynote will challenge the audience to engage fully in the day’s activities 
to share, learn and become fully enfranchised in the need for a systematic approach to 
ensuring the cyber resilience of critical systems.

REALIZING CYBERRESILIENT SYSTEMS

Innovative thinking and innovative solutions are the lifeblood of the U.S. economy, 
and continued innovation requires a robust and reliable NCI. Yet the systems that 
are currently implemented in critical sectors are often inherently insecure. Current 
approaches to this problem generally consist of either adding in security solutions 
once the systems are operational or accepting the risks – either deliberately or 
unwittingly. Major gaps in security will remain as long as the policies, processes 
and procedures that guide and inform the design, development, evaluation and 
implementation of systems across the U.S. government and the NCI are formulated 
without regard for the cyberrisks that pervade today’s computing environment.

This session will present a plan for realizing secure systems and system configurations 
and will recommend a number of policy, process and technology changes that can 
realistically be implemented to achieve this goal.
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Speaker: Adam Firestone
TOWARDS A MORE RESILIENT CYBERPOSTURE: A WAY AHEAD

To strengthen our cybersecurity posture, we must design and develop cyber-
resilient systems. However, it’s crucial to realize that cyberresiliency results from 
programmatic and engineering postures that balance broad, enterprise-wide 
applications of policy and technology mandates with those that address the cyber-
hygiene of individual users and systems. Only in this way will we be able to build 
systems that can withstand the attacks to which they will, at some point, fall victim.

This session will walk through an analogous historical experience, the US Army’s 
experience in addressing mortality rates owing to disease during the Civil War and 
the half-century following, and illustrate how the lessons learned are applicable to 
current threats facing critical infrastructure in the United States.  It will emphasize the 
importance of building security capabilities in from the beginning and addressing 
systemic problems using a combination of top-down and bottom-up approaches.  
It will culminate in a call for all of us to actively work toward a systematic and 
comprehensive solution to the current cybersecurity challenges facing our critical 
infrastructure.

Speakers: Karen Evans, Howard Schmidt
Moderator: Mike Lennon

The availability of the services provided by our NCI is at risk from not only the 
vulnerabilities that currently exist in the ecosystem but also the new threats that continue 
to arise as that ecosystem evolves. These new threats are a direct result of a wide variety 
of technology developments, including the increasing prevalence of insecure access 
control implementations, widespread use of network-connected monitoring and control 
systems, and the growing popularity of BYOD environments. While these vulnerabilities 
are widely recognized in the relevant operational, regulatory and policy communities, a 
number of challenges and roadblocks stand in the way of efforts to address the situation.

This discussion with Karen Evans and Howard Schmidt will explore the factors that 
contribute to these vulnerabilities and how utility owners, regulators, and federal, state 
and local governments are dealing with them. The fireside chat will also examine what 
organizations should be doing internally, and in cooperation with their communities, to 
identify and mitigate the risks they face.

LUNCHTIME FIRESIDE CHAT
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KEYNOTE SPEAKERS

TOMDAVIS
Director of Federal Government Affairs, Deloitte & Touche LLP 
Former Virginia Congressman and Chairman of the House Government 
Reform Committee

The Honorable Thomas M. Davis, former Virginia 
Congressman and Chairman of the House Government 
Reform Committee, serves as the Director of Federal 
Government Affairs for Deloitte & Touche LLP, where he 
continues his commitment to effective, common-sense 
solutions to government.

Tom served seven terms in Congress, representing 
Virginia’s 11th congressional district. During his 
tenure in the House, he served as Chairman of the 

House Government Reform and Oversight Committee, as well as the Chair of the 
subcommittee on Technology and Procurement Policy. Under his leadership, the 
House Government Reform and Oversight Committee investigated matters related to 
the effective administration of government programs of great public interest. These 
programs included government contracting in support of the war in Iraq, the Agriculture 
Department’s handling of the discovery of Mad Cow Disease in the United States, the 
flu vaccine shortage, the role of the National Guard in national security and homeland 
defense, and management of the Department of Homeland Security.

Other notable accomplishments include significant contributions to the 9/11 
Implementations Act and his report on the federal response to Hurricane Katrina. Tom also 
provided sponsorship of legislation giving the Food and Drug Administration authority to 
regulate tobacco, and passage of the National Capital Transportation Amendments Act, 
which authorizes much-needed capital reinvestment in the Washington Metro system.

Prior to serving as a Member of Congress, Tom was the chief elected official in Fairfax 
County, the eleventh most populous municipality with the second-largest county budget 
in the United States. During his service as board chairman, Fairfax County was ranked 
first financially by City and State magazine in their list of Top 50 Counties. Tom received 
his B.A., cum laude, from Amherst College in 1971 and his J.D. from the University of 
Virginia in 1975.
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JOELBRENNER

ADAMFIRESTONE

Chaired the National Counterintelligence Policy Board
Former Senior Counsel and Inspector General of the National Security Agency

President and General Manager
Kaspersky Government Security Solutions, Inc.

Joel Brenner is the former head of national 
counterintelligence for the director of 
national intelligence and chaired the National 
Counterintelligence Policy Board. He is also the former 
senior counsel and inspector general of the National 
Security Agency, where he was in charge of internal 
investigations, audit, and inspections in the world’s 
largest intelligence agency.

Brenner specializes in cyber and physical security, data 
protection and privacy, intelligence law, the administration of classified information 
and facilities, and the regulation of sensitive cross-border transactions. He has years 
of experience inside and outside government involving national and homeland security 
matters, including the Committee on Foreign Investment in the U.S., known as CFIUS; the 
liability of foreign governments; export controls; securities regulations; and grand jury 
proceedings. He has also written about intelligence oversight, privacy, and Presidential 
authority to suspend or prohibit foreign takeovers of U.S. firms. Brenner is often quoted 
in the national media on data security, privacy, and intelligence issues.

Brenner runs his own legal and consulting office in Washington, DC. His book, America 
the Vulnerable, is now available in paperback as Glass Houses: Privacy, Secrecy, and 
Cyber Insecurity in a Transparent World.

Adam Firestone is President and General Manager of 
Kaspersky Government Security Solutions, Inc. He is 
responsible for providing world class cybersecurity 
intelligence and systems engineering services as 
well as innovative product solutions to meet the 
needs of government, government contractor and 
national critical infrastructure organizations. Adam 
leverages more than 20 years of experience in the 
defense, intelligence and government contracting 
industries. Prior to joining Kaspersky Lab in 2013, 

Adam led the defense and federal subsidiary of a global middleware company, where 
he was responsible for understanding and crafting advanced technology solutions for 
the challenges faced by military, intelligence and government organizations. Adam is 
a graduate of Yale University, a former United States Army officer. He also possesses a 
legal background, holds a Juris Doctorate degree, and has practiced law in New York.
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KARENEVANS

FIRESIDE CHAT SPEAKERS

National Director
US Cyber Challenge (USCC)

Karen S. Evans is serving as the National Director for the 
US Cyber Challenge (USCC). The USCC is the nationwide 
talent search and skills development program focused 
specifically on the cyber workforce. Her nearly 28 years 
of federal government service included responsibilities 
ranging from a GS-2 to Presidential Appointee as 
the Administrator for E-Government and Information 
Technology at the Office of Management and Budget 
(OMB) within the Executive Office of the President. 
This included advising the Director of OMB on the 

performance of IT investments, overseeing the development of enterprise architectures, 
directing the activities of the Chief Information Officers (CIO) Council, and overseeing the 
usage of the E-Government Fund. 

Her accomplishments included making IPv6, HSPD-12, and SmartBUY a reality; elevating 
transparency with the publication of the Management Watch List and High Risk List 
projects; increasing the focus on cybersecurity to include the Federal Desktop Core 
Configuration for the government; and balancing the expanded use of technology for 
citizen services with increasing demands for privacy. Prior to becoming the Administrator, 
Ms. Evans was the Chief Information Officer for the Department of Energy responsible 
for the design, implementation, and continuing operation of IT programs and initiatives 
throughout the Department and its offices.

HOWARDSCHMIDT
Partner, Ridge Schmidt Cyber
Former White House Cybersecurity Coordinator

Howard Schmidt serves as a partner in Ridge Schmidt 
Cyber, an executive services firm that helps leaders 
in business and government navigate the increasing 
demands of cybersecurity. He serves in this position 
with Tom Ridge, the first secretary of the Department of 
Homeland Security. He also serves as Executive Director 
of The Software Assurance Forum for Excellence in Code 
(SAFECode).

Schmidt brings together talents in business, defense, 
intelligence, law enforcement, privacy, academia and international relations, gained 
from a distinguished career spanning 40 years.

He served as Special Assistant to the President and the Cybersecurity Coordinator for the 
federal government. In this role Mr. Schmidt was responsible for coordinating interagency 
cybersecurity policy development and implementation and for coordinating engagement 
with federal, state, local, international and private sector cybersecurity partners.
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MIKELENNON

PANEL SESSIONS

Managing Editor
SecurityWeek

Michael Lennon is the founding publisher and 
Managing Editor of SecurityWeek. For more than 10 
years, he has been closely monitoring and analyzing 
trends in the enterprise IT security space and the threat 
landscape. In his role at SecurityWeek, he oversees 
the editorial direction of the publication and manages 
several leading security conferences. He studied 
economics and computer science at Trinity College in 
Hartford, Connecticut.

Panelists: Robert Burton, R. (Mouli) Chandramouli, Robert Clark, Jim Jones, Miles 
Keogh, Hilary MacMillan
Moderator: John Gilroy

Panelists: Phil Bond, Adam Firestone, Eric Jaw, Hilary MacMillan, Linda 
Merchlinsky, Adam Rak, Christopher Reilley, Brad Saul
Moderator: David Perera

NATIONAL CRITICAL INFRASTRUCTURE STAKEHOLDERS: IDENTIFYING 
CONCERNS AND RISKS

BUILDING RESILIENCY FROM THE START: REQUIREMENTS DISCUSSION 
AND IDENTIFICATION

There are many stakeholder communities within the larger cybersecurity polity, and 
each of these groups has a unique viewpoint on the cyber risks that we all face. 
Panelists in this session will represent these different communities. They will 
articulate their concerns regarding the lack of cyberresilient systems and share their 
top three risks confronting the NCI.

The panelists will draw on their expertise and experience regarding vulnerabilities 
in critical infrastructure to assess the current threat landscape and articulate a high-
level mitigation plan for each identified risk. These mitigations will form a set of top-
level requirements that will be addressed in the next session.

To build effective, secure and resilient systems, we need to take an interdisciplinary 
approach to identifying and meeting the requirements for improved cybersecurity 
early in the system development lifecycle. During this interactive session, 
participants will work in groups of eight or fewer to discuss how to address the set 
of top-level requirements identified in the previous panel discussion. Each working 
group will represent the perspective of a specific stakeholder community and should 
consider questions such as:

1. What will the solution to the requirement look like once it’s implemented?
2. How will the technologies and components that constitute the solution be 

sourced?
3. What needs to be done regarding this particular requirement at the policy and 

process/procedure levels to develop and maintain a cybercompetent 
workforce?

The working groups’ responses to these questions will serve as a primary resource 
for the white paper that will be issued following this conference.
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ROBERTBURTON
Partner
Venable, LLP

Robert Burton is a partner in the Government Contracts 
Group at Venable LLP in Washington, DC. He is a 
nationally-recognized leader in federal procurement 
who focuses his practice on assisting government 
contractors navigate the complex and rule-driven 
procurement process. He also assists contractors 
with their marketing strategies for selling to the 
federal agencies and represents companies seeking 
procurement policy changes in Congress. A thirty-year 
veteran of procurement law and policy development, 

Mr. Burton served in the Executive Office of the President as Deputy Administrator of the 
Office of Federal Procurement Policy (OFPP), the nation’s top career federal procurement 
official. During his seven-year tenure at OFPP, he served as Acting Administrator for more 
than two years. At OFPP, Mr. Burton prepared policy positions and worked with House 
and Senate committees on the development of acquisition legislation. He also served as 
the principal spokesperson for government-wide acquisition initiatives and regulations. 
Prior to joining OFPP, Mr. Burton spent more than twenty years as a senior acquisition 
attorney with the Department of Defense, negotiating the resolution of high-profile 
contract disputes and procurement fraud cases.

PANELISTS

Panelists: Alma Cole, Jake Groth, Bryan Martin, Linda Merchlinsky, Christopher 
Reilley, Nicole Tisdale
Moderator: Byron Acohido

EVALUATING CYBERRESILIENCY

Security considerations don’t end with a developed product; it takes rigorous testing 
and evaluation, continuous monitoring and skilled management of the implemented 
solution through a holistic, ongoing security program to ensure systems are truly 
effective, secure and resilient. To be effective, this security program should include 
training and education mechanisms; comprehensive security-related policies, 
processes and procedures; auditing protocols; and penetration testing programs. 
The program should also adhere to security management tenets along the lines 
of the ISO 9000 principles of customer focus, leadership and involvement of all  
staff functions, a process approach, and a systems approach to management, 
continuous improvement, fact-based decision-making, and mutually beneficial 
supplier relationships.

Panelists will evaluate current practices for evaluating and maintaining an effective 
cybersecurity posture and offer their thoughts on how these practices can be 
improved. Panelists represent multiple stakeholder groups and will offer their 
unique perspectives on what an effective holistic security program might look like.



11

R. (MOULI)CHANDRAMOULI

Thomas Hattrick Chair Professor of Information 
Systems in the Department of ECE and a Professor 
in the School of Systems and Enterprises Stevens 
Institute of Technology

R. (Mouli) Chandramouli is the Thomas Hattrick Chair 
Professor of Information Systems in the Department 
of ECE and a professor in the School of Systems and 
Enterprises at Stevens Institute of Technology. His 
research spans the areas of wireless networking/

security and spectrum policies, cyber and social media security/forensics, and data 
analytics. Projects in these areas are supported by the National Science Foundation, 
National Institute of Justice, U.S. Department of Defense agencies and industry. 

He is currently a Co-founder and the Chief Strategist of Dynamic Spectrum, LLC — a 
technology company offering dynamic wireless spectrum management solutions — and a 
Co-founder of Jaasuz, offering advanced text analytics and cyber forensics technologies. 
Chandramouli is an IEEE COMSOC Distinguished Lecturer, recipient of a New Jersey 
Inventor Hall of Fame Innovators Award, NSF CAREER Award, two IEEE best paper awards, 
and the IEEE Richard E. Merwin Scholarship. 

For further information: http://www.mouli.me 

ROBERTCLARK
Cyber Operational Lawyer for the Army Cyber Institute
Former Distinguished Professor of Law (Cyber) at the Naval Academy

Robert Clark is a cyber operational lawyer for the 
Army Cyber Institute at the United States Military 
Academy in West Point, New York, taking over these 
duties from his position as Distinguished Professor 
of Law (Cyber) at the Naval Academy. A career 
military officer and attorney, he has over 20 years 
of experience within the Department of Defense, 
having served at its counterdrug command as 
well as numerous other challenging positions. He 
is the former Cybersecurity Information Oversight 

& Compliance Officer with the Office of Cybersecurity and Communications, 
Department of Homeland Security and former legal advisor to the Navy CIO, United 
States Computer Emergency Readiness Team, and the Army’s Computer Emergency 
Response Team. In these positions he has provided advice on all aspect of computer 
network operations. He interacts regularly with numerous government agencies and 
is a past lecturer at Black Hat; DEFCON; Stanford Center for Internet and Society 
and the Berkman Center for Internet & Society at Harvard University; four TED-
TECH Talks in 2011; SOURCE Boston 2010; the International Association of Privacy 
Professionals and the Department of Defense’s Cybercrimes Conference. He received 
his Bachelor’s degree from the University of Michigan; his law degree from Michigan 
State University College of Law; and his LL.M from the Judge Advocate General’s 
School, United States Army.

Thomas Hattrick Chair Professor of Information Systems in the Department of 
Electrical and Computer Engineering (ECE)
Professor in the School of Systems and Enterprises Stevens Institute of Technology



12

ALMACOLE

Alma Cole joined Robbins-Gioia, Inc., as vice president 
for cyber security, following a distinguished career 
in government service. He held high-ranking cyber 
security positions in the Department of Homeland 
Security (DHS), most recently serving as Chief Systems 
Security Officer for the largest law enforcement agency 
in the country, U.S. Customs and Border Protection. 
There, he was responsible for developing the cyber 
security strategy, cyber workforce, security architecture, 
and continuous monitoring. Alma was also director of 

the DHS Security Operations Center, where he led the agency’s defense in the face of 
persistent and targeted cyber-attacks and established the cyber security foundation for 
DHS’s entry into cloud computing and mobile applications. He has been recognized with 
the Rising Star Award for his efforts to provide greater insight into ongoing cyber threats 
at DHS through cross-agency sharing of cyber-attack information. Additional experience 
includes work as an analyst at the Government Accountability Office and the National 
Information Assurance Training and Education Center.

JAKEGROTH
Chief Technology Officer
Defense Point Security

Vice President
Cyber Security, Robbins Gioia, Inc.

Jake Groth is CTO of Defense Point Security. Some 
of his past experience includes being a Network 
and Security Division Manager, an Information 
Security Researcher for the National Information 
Security Training and Education Center, Federal 
Security Engineering Manager for the DHS Security 
Operations Center under CBP, and owning and 
operating a network and security solutions company. 
Currently, he is involved with Enterprise Security 
Architecture, Enterprise Mobility, and Enterprise 

Security Event Management and has previously spoken on the topics of Big Data 
and Mobility. Jake received his MBA from an NSA designated “Center of Excellence” 
Idaho State Program with an emphasis in Information Assurance. His studies were 
completed on a full academic scholarship from the NSF and the NSA.
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ERICJAW

Eric Jaw is a home-brewed engineer in network and 
cyber security, and an alumnus from University of 
Maryland. He has supported various areas of the 
government, including U.S. Department of Agriculture 
as well as Health and Human Services; deploying and 
evaluating various security appliances, conducting 
malware research and analysis, and building team 
resources for continuous monitoring. His journey into 
the world of computing began in 1998 with thanks to 
Blizzard Entertainment and Valve. Also, there isn’t 

anything more nostalgic than that blissful sound of a connecting 56K modem, roller ball 
mice, and Windows 3.1.

JIMJONES
Associate Professor, Computer Forensics 
George Mason University

Security/Malware Analyst
Kaspersky Government Security Solutions, Inc.

Jim Jones is an Associate Professor in the Computer 
Forensics program within the Electrical and 
Computer Engineering Department at George 
Mason University. Dr. Jones earned his Bachelor’s 
degree from Georgia Tech (Industrial and Systems 
Engineering, 1989), Master’s degree from Clemson 
University (Mathematical Sciences, 1995), and 
PhD from George Mason University (Computational 
Sciences and Informatics, 2008). He has been a 
cyber security practitioner, researcher, and educator 

for over 19 years working in the government, commercial, and academic domains. 
During that time, he has led and performed network and system vulnerability and 
penetration tests, led a cyber incident response team, conducted digital forensics 
investigations, and taught university courses in cyber security, penetration testing, 
digital forensics, and programming. Past and current funded research sponsors 
include DARPA, DHS, NSF, and DoD. His research interests are focused on digital 
artifact extraction, analysis, and manipulation, and on offensive cyber deception in 
adversarial environments.
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MILESKEOGH

Miles Keogh oversees and directs all aspects of 
NARUC’s domestic grant activities. Miles serves as a 
liaison between NARUC members, the U.S. Department 
of Energy, the U.S. Environmental Protection Agency, 
the U.S. Department of Homeland Security and other 
key organizations with respect to NARUC’s Energy and 
Environmental Programs and security programs. Miles 
also supports the Energy Resources and Environment 
and the Committee on Critical Infrastructure.

HILARYMACMILLAN
Vice President, Cybersecurity Intelligence Executive
Kaspersky Government Security Solutions, Inc.

Director of Grants and Research
National Association of Regulatory Utility Commissioners

Hilary MacMillan is Vice President, Cybersecurity 
Intelligence Executive (CIX), for Kaspersky Labs’ 
newest subsidiary, Kaspersky Government Security 
Solutions, Inc. (KGSS). In this capacity, Hilary is 
responsible for providing world-class cybersecurity 
intelligence in support of systems engineering 
services and development of innovative product 
solutions to meet the needs of government, 
government contractor and national critical 
infrastructure organizations. Hilary leverages 

more than 13 years of experience in the defense, intelligence and government 
contracting industries. Prior to joining KGSS in 2014, Hilary served as a technical 
lead on a number of programs for the US Navy Aircraft Carrier and Strike Planning and 
Execution Systems Program Offices and US Air Force Special Operations Command 
(AFSOC) that focused on architecture development and application, large-scale 
system-of-systems design and integration and modeling and simulation. Hilary 
holds an undergraduate degree in Electrical Engineering and a master’s degree in 
Systems Engineering.
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BRYANMARTIN

Mr. Martin has over 20 years’ experience delivering 
innovative mission critical information technology 
solutions across the Federal Government in the areas 
of secure infrastructures and cyber security. Currently 
the Vice President of SRA’s Cyber Security & Privacy 
Practice, Mr. Martin sets the strategic vision, defines 
cyber security offerings and builds the capability and 
branding for SRA’s Cyber Security and Privacy Practice. 
Leading a team of senior Subject Matter Experts, and 
serving as SRA’s most senior Cyber Security & Privacy 

executive, Mr. Martin works to develop capabilities within SRA’s Cyber Security & Privacy 
Practice that discriminate SRA in the marketplace and ensure customers continue to 
receive the highest quality, leading-edge Cyber Security services from SRA.

Prior to joining SRA, Mr. Martin was the CTO of ManTech Mission, Cyber & Technology 
Solutions group, a leading global provider of innovative technologies and solutions 
for mission-critical national security programs for the Intelligence Community; the 
departments of Defense, State, Homeland Security and Justice; and other U.S. federal 
government customers. In his role as CTO, he provided expertise in technical strategy 
development, business development, M&A technical support, vendor and partner 
relationship management, and technical staff development for the MCIS group. He also 
managed an internal Cyber Security R&D portfolio of projects including identification, 
prioritization and execution. 

LINDAMERCHLINSKY
Vice President, Government Sector Systems Engineering
Kaspersky Government Security Solutions, Inc.

Vice President, Cyber Security & Privacy Practice
SRA International

Linda Merchlinsky is the Vice President for 
Government Sector Systems Engineering with 
Kaspersky Government Security Solutions, Inc. She 
has been in IT for more than 20 years, primarily in 
developing information management systems for 
federal government agencies. She has supported 
the entire software development life cycle, working 
with customers to define security requirements, 
designing and developing databases to support 
role-based security, designing and executing 

security testing, and managing the Certification and Accreditation (C&A) team for the 
National Archives and Records Administration (NARA), the procedure for evaluating, 
describing, testing, and authorizing systems prior to deployment. Ms. Merchlinsky 
also taught several systems engineering courses for SAIC University and teaches 
part-time for the Georgetown University School of Continuing Studies.
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ADAMRAK

Adam Rak is a government relations professional 
with some 20 years’ experience in public policy. 
He has worked for Congress, industry associations 
and a Fortune 500 company. Focused on the field of 
government relations, Adam has significant expertise 
on technology policy with a focus on security and 
privacy. Most recently Adam was the Regional Vice 
President, Silicon Valley for TechAmerica, the nation’s 
largest high tech trade association. He successfully 
led the organization’s program, advocacy and sales 
efforts in the association’s largest and most important 

market. Adam also led Symantec’s Public Affairs program building a global organization. 
He had responsibility for managing Symantec’s relationships with government officials 
and overseeing the company’s worldwide public policy agenda. In addition, he had 
responsibility for the management of Symantec’s corporate philanthropy, community 
relations and corporate social responsibility programs. Prior to joining Symantec, Adam 
worked in Washington, DC as a legislative aide for former Congresswoman Barbara 
Kennelly. Adam also worked at TechNet, as the State Public Policy Director. Adam is a 
past Chair of the Business Software Alliance’s Policy Council and he helped found the 
Cyber Security Industry Alliance, the only CEO-led public policy and advocacy group 
exclusively focused on cyber security issues.

CHRISTOPHERREILLEY
Lead Security Analyst
Cybersecurity Intelligence Executive
Kaspersky Government Security Solutions, Inc.

Executive Vice President 
Bond & Associates

Christopher Reilley is the Lead Security Analyst at 
Kaspersky Government Security Solutions, Inc. He is 
responsible for providing world-class cybersecurity 
intelligence and malware analysis solutions 
to meet the needs of government, government 
contractor and national critical infrastructure 
organizations. Chris leverages more than 12 years 
of experience in the defense, intelligence and 
government contracting industries. Prior to joining 
Kaspersky Government Security Solutions in 
2014, Chris led and worked cybersecurity projects 

supporting private and public organizations. Chris is a former United States Navy 
cryptologist, with experience in cybersecurity intelligence, malware analysis, 
satellite communications, denied area accesses, system integration and testing, 
software development, and operational instruction.
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BRADSAUL

In his most recent position, Brad focused on the 
areas of network and security architecture as a Senior 
Lead Technologist in Booz Allen Hamilton’s Strategic 
Innovations Group. He worked on the development 
of behavioral based cyber analytics to detect various 
forms of cyber intrusions, APT, malware, crime-ware 
and many other forms of anomalous network traffic. 
He also led the development of an all source Network 
Reconnaissance analysis focusing on analyzing 
the surface attack area of an organization from 
an attacker’s perspective. He also supported the 

National Security Agency in both a cyber analytics and network-engineering role across 
multiple organizations. Prior to Booz Allen he was the team and project lead responsible 
for the migration to VoIP and integrated Video Conferencing for the Black & Decker 
Global Network Services organization. Mr. Saul also spent more than a decade at James 
Madison University as lead network engineer helping guide all facets of IT architecture 
and implementation. He currently holds the following certifications: CISSP, CCNA, C|EH, 
Network+, Security+. In his spare time, Brad promotes awareness and advocacy for Down 
syndrome.

NICOLETISDALE
Subcommittee Director and Counsel for Counterterrorism and Intelligence
Minority Staff on Homeland Security and Cyberintelligence

Cybersecurity Professional and Technology Evangelist

Nicole Tisdale is the Democratic Subcommittee 
Director and Counsel to the United States House 
of Representatives Committee on Homeland 
Security, Subcommittee on Counterterrorism and 
Intelligence.  She is the primary advisor to Ranking 
Member Bennie G. Thompson (MS), Subcommittee 
Ranking Member Brian Higgins (NY) and other 
Democratic Members of the Committee on policy 
matters and legislation related to intelligence, 
cyber counterterrorism, countering violent 
extremism, and law enforcement information 

sharing. Throughout her tenure on Capitol Hill, she has created strategic partnerships 
between the private sector and the Committee.  Ms. Tisdale received both her Juris 
Doctorate (2009) and Bachelor of Arts (2006) from the University of Mississippi.  
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BYRONACOHIDO

Pulitzer Prize winning journalist Byron Acohido has 
earned wide recognition spending the past decade 
chronicling the rise of cybercrime and demise of 
personal privacy. He led a team of reporters awarded 
the 2011 New York State Society of Certified Public 
Accounts Excellence in Financial Journalism Award 
for “How China Does Business,” a USA TODAY cover 
story examining the hacking and politics that led to 
Google scaling back its China operations. In 2010, The 
SANS Institute named Acohido among the nation’s top 

cybersecurity journalists.

Acohido is the lead author of the non-fiction thriller Zero Day Threat: The Shocking Truth 
of How Banks And Credit Bureaus Help Cyber Crooks Steal Your Money and Identity. That 
work received the 2009 NYSSCPA Excellence in Financial Journalism Award for general 
audience books. NYSSCPA also awarded Acohido the 2008 Excellence in Financial 
Journalism Awards for newspaper stories about data theft and identity fraud.

A native of Hawaii, Acohido graduated from Damien Memorial High School in Honolulu 
and the University of Oregon School of Journalism, and also practiced journalism at The 
Herald, of Everett, WA, and the Dallas Times Herald. He also taught college courses at the 
University of Alaska Anchorage as the Atwood Chair of Journalism.

PHILBOND
President & CEO
Bond & Associates

Editor-in-Chief
Third Certainty

Phil Bond is one of America’s most honored 
technology policy experts, and founder of Bond & 
Associates – a policy and business development 
consulting firm based in Washington, DC. He 
is a former US Under Secretary of Commerce 
for Technology with numerous citations for his 
leadership roles in the Executive branch, on Capitol 
Hill, at major high technology companies, and most 
recently as the CEO of TechAmerica, the largest 
technology advocacy association in the US. Earlier 

in his career, Bond served as Senior Vice President of Government Relations for 
Monster Worldwide, the world’s largest online career site, and General Manager 
of Monster Government Solutions. From 2001 to 2005, Bond was Under Secretary 
of the U.S. Department of Commerce for Technology and, from 2002-2003, served 
concurrently as Chief of Staff to Commerce Secretary Donald Evans. Bond joined the 
Administration from the private sector, where he served as Director of Federal Public 
Policy for the Hewlett-Packard Company, and previously as Senior Vice President for 
Government Affairs and Treasurer of the Information Technology Industry Council.

MODERATORS
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JOHNGILROY

John Gilroy has been a member of the Washington D.C. 
technology community for over twenty years. He was 
the creator of “The Computer Guys” on National Public 
Radio (WAMU 88.5 FM) in 1991. The monthly gabfest 
has run continuously for 23 years. Answering audience 
questions resulted in the “Ask the Computer Guy” 
column in the Washington Post that ran every Sunday 
for ten years.

In 2007 he began weekly interviews on Federal News 
Radio called “Federal Tech Talk.” His 370 interviews provides the basis for his 193 blog 
posts. His blog generated so much revenue for his company that it garnered the interest 
of several local universities. In 2011 he began teaching a course in social media marketing 
at Georgetown University; in March, John won the Tropaia Award for outstanding faculty. 
In addition to his classroom work, John conducts monthly corporate training on how 
to leverage social media to generate revenue. His day job is leading the social media 
marketing team at BLT Systems Integrators in Chantilly, Virginia.

John has a Master’s degree from Indiana University, has received over 200 invitations to 
speak in the past ten years, and has appeared on television 167 times.

DAVIDPERERA
Cybersecurity Reporter
POLITICO Pro

BLT Global Ventures LLC
Creator and Host of Federal Tech Talk

David Perera is a cybersecurity reporter for POLITICO. 
He has reported on all things federal agency and 
information technology related since January 2004, 
and watched the importance of cybersecurity grow 
exponentially during that time. He is co-author of 
“Inside Guide to the Federal IT Market,” a business 
book explaining the intricacies of this particularly 
complex market. He thinks you’d find it a decent 
read. He is based on the Virginia side of greater 
metro Beltwayland, and grew up in Colorado. In his 

spare time, he likes to have spare time.
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SPONSORS
Kaspersky Government Security Solutions, Inc. is proud to partner 
with the following:

Celebrating its 25th anniversary, (ISC)² is the largest not-for-profit membership 
body of certified information and software security professionals worldwide, with 
nearly 100,000 members in more than 135 countries. Globally recognized as the 
Gold Standard, (ISC)² issues the Certified Information Systems Security Professional 
(CISSPÒ) and related concentrations, as well as the Certified Secure Software 
Lifecycle Professional (CSSLPÒ), the Certified Cyber Forensics Professional (CCFPSM), 
Certified Authorization Professional (CAPÒ), HealthCare Information Security and 
Privacy Practitioner (HCISPPSM), and Systems Security Certified Practitioner (SSCPÒ) 
credentials to qualifying candidates. (ISC)² offers education programs and services 
based on its CBK®.

SecurityWeek is a leading publication serving IT security professionals around the 
globe and provides timely and insightful news, information, viewpoints and analysis 
from the trenches of the information security world. With an experienced team of 
in-house journalists and industry expert columnists, SecurityWeek produces and 
distributes insightful and useful content to help security professionals do their jobs.

Venable is an American Lawyer Global 100 law firm serving clients globally. 
Headquartered in Washington, DC, with offices in California, Delaware, Maryland, 
New York and Virginia, Venable LLP lawyers and legislative advisors serve the needs 
of our domestic and global clients in all areas of corporate and business law, complex 
litigation, intellectual property, regulatory, and government affairs around the globe. 

The Cyber Secure America Coalition (CSAC) is a unified voice of cyber security 
companies advocating for stronger government action to protect America’s IT 
infrastructure. The CSAC supports efforts to improve information sharing practices 
on threats in cyberspace, and that voluntary, flexible, performance-based security 
standards can improve protection of the national critical infrastructure. America 
leads the world in innovation and e-commerce, and to continue on that path the 
nation will require secure networks, secure workers and secure citizens.

INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS
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The Systems Engineering Management program brings together Georgetown’s 
academic excellence and record of providing an applied, graduate education with 
the best in technology, engineering, and scientific discovery from Stevens Institute 
of Technology to educate tomorrow’s future engineers. The program develops 
professionals who make the greatest contributions to the engineering profession 
and to society all while satisfying their personal goal of having a stimulating, 
contributing, and rewarding career. 

The Technology Management program aims to meet the educational needs of 
managers and executives, allowing students to earn a professionally-oriented 
degree. The program integrates Georgetown’s values while educating students to be 
stewards of technology through the development of ethics, leadership, and technical 
business operations competencies.

Stevens Institute of Technology is recognized by the National Security Agency 
as a Center of Academic Excellence in Information Assurance Education and 
Center of Academic Excellence in Information Assurance Research. Supporting 
this designation are multidisciplinary research, education and entrepreneurship 
programs in cybersecurity and forensics, big data analytics, multimedia security, 
wireless network security, trusted software and complex systems. B.S., M.S., 
Ph.D. and graduate certificates in these topics are offered by the Schaefer School 
of Engineering & Science, the School of Systems and Enterprises and the Wesley J. 
Howe School of Technology Management.  

CloudShield, a Leidos company, invented Deep Packet Processing (DPP), 
technology that enables solutions to see and manipulate network traffic to fight  
cyber assaults. The CloudShield Trusted Cyber Solution Orchestrator (TCSO) expands 
advanced malware application capabilities and orchestrates multiple advanced 
malware applications to identify breaches faster. TCSO helps consolidate network 
defenses against advanced malware. Our flagship platform, the CloudShield  
CS-4000, is part of the first and only software and hardware configuration to 
receive the highest security accreditation available worldwide from the US 
government. Open CloudShield technology enables creation and deployment of new  
security applications or extensions to existing applications in response to  
newly identified threats.  
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A MESSAGE FROM ADAM FIRESTONE

Cybersecurity is about participation. Overcoming 
the security challenges in an increasingly 
connected world is going to take all of us,  
working together. I very much appreciate your 
participation today and I hope you found the 
discussions interesting, useful and thought 
provoking. On behalf of Kaspersky Lab and 
Kaspersky Government Security Solutions 
(KGSS), thank you.

On a personal level, I’d like to thank you for 
something much more important than merely 
attending a conference. I want to thank you for 
your passion, your energy, your drive and your 
determination to be part of the solution.  

We live in an increasingly vulnerable cyber environment. Information systems 
are no longer mere convenience; they are foundational elements upon which 
civil society rests. Our ability to create, manage and deliver life’s essentials to 
the majority of the population rests on their dependable assured operation.  

Nowhere is this more true, or the need for security and resiliency more 
pressing, than in our national critical infrastructure. In the past, systems that 
managed this infrastructure were designed with an overarching emphasis on 
reliability. Security was perceived as a competing attribute.  

We no longer have the luxury of thinking or building this way – especially when 
it comes to critical infrastructure. By being here today, you have signaled your 
willingness to address this very real, very alarming problem. For this, I thank 
you. But more than that, I challenge you to make a personal commitment to 
join in the creation of a national critical infrastructure which is both reliable 
and secure.  

Security. Build it in from the beginning.

Many, many thanks,

Adam Firestone
President and General Manager
Kaspersky Government Security Solutions, Inc.
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